Establishing a Registry/Biobank at the University of Cincinnati 
According to Federal Guidance, the IRB must review the conditions under which data and specimens may be accepted and shared, and ensuring adequate provisions to protect the privacy of subjects and maintain the confidentiality of data. The IRB should also review and approve a sample collection protocol and informed consent document for distribution to tissue collectors and their local IRBs.

The main points of IRB review and consideration include answering the following questions:  

· Who has responsibility for the integrity of the registry and who can have access to the registry for research purposes and how is access granted?  

· What is the process for informed consent related to the registry/specimen bank?

· How is system privacy and confidentiality ensured? 

 

Before a registry/biobank may be established to store data or tissues intended for future research purposes, the IRB shall review and approve a protocol that describes the operation of the registry/biobank.    Ideally, the protocol will refer to departmental policies and procedures for operation of registries and biobanks. 
The protocol should address the following topics.
Specimen and Data Storage

1. Who will have access to subject identities?  (by position and/or names)

2. Please state the physical location of the tissue repository (institution/room/building).

3. Please describe the procedures for secure storage of specimens and associated data.

4. How and when will specimens are destroyed?

5. Will specimens be used for any other purposes than those described in this research study?  If so, what mechanisms are in place to assure that future uses of subject specimens are consistent with the informed consent obtained at the time the specimen was collected? 

Specimen and Data Distribution

Will the specimens and data be shared with any investigators outside of the protocol?  If so, please address the following:

1. The Board suggests the development of a sample use agreement. 
2. With the existence of numerous publically available databases that contain identifiable information, the possibility of linking deidentified data to individuals to identify them is technically possible.  To address this situation, the Board suggests adding an additional statement to the agreement stating that the recipient may not attempt to identify subjects by any means. 

3. What types of associated data will be provided with the specimen?

4. How will the secondary distribution of specimens be controlled? (For example, is there a policy that forbids investigators from transferring specimens to third parties?)

5. Will specimens be made available to commercial organizations? 

a. If so, what are the conditions for access by the commercial organizations? 

b. What, if any, restrictions will be placed on use by commercial organizations?  Will specimens be made available to develop commercial products? 

6. What, if any, agreements will the organizations be required to sign?
Policy on Withdrawal of Specimens/Data
Please include details of the Biobank’s policy on withdrawal of specimens in the protocol and consent form.  Even if the Biobank itself is not supported by HHS funds at the current time,  it is possible that HHS funding might be obtained to support the bank and it is likely that many of the studies using the specimens are supported by HHS therefore it is recommend that  procedures for withdrawal of specimens follow current OHRP guidance on this topic.
OHRP recommends that when seeking the informed consent of subjects, investigators explain whether already collected data about the subjects will be retained and analyzed even if the subjects choose to withdraw from the research.  
Following are some examples of what such an explanation might include, depending on whether the HHS-conducted or –supported research study is also subject to FDA regulations or the HIPAA 

For HHS-conducted or –supported research that is also FDA-regulated, regardless of whether the research is subject to the HIPAA Privacy Rule, 

· The investigator should inform subjects that data collected about the subject up to the time of subject withdrawal will remain in the trial database and be included in the data analysis.  

For HHS-conducted or –supported research that is not FDA-regulated but is covered by the HIPAA Privacy Rule, 
· If the investigator intends to retain and analyze already collected data about the subject after a subject chooses to withdraw from the research
· The investigator should inform subjects that if a subject revokes authorization in writing for continued use or disclosure of his or her PHI that was already obtained in the research, analysis of that PHI will continue only to the extent necessary to protect the integrity of the research study.
For HHS-conducted or –supported research that is not subject to FDA regulations or the HIPAA Privacy Rule, the investigator should inform subjects whether the investigator intends to either:  
· Retain and analyze already collected data relating to the subject up to the time of subject withdrawal; or 
· Honor a research subject’s request that the investigator destroy the subject’s data or that the investigator exclude the subject’s data from any analysis. 
The Informed Consent Process
Please refer to the UC /Biobank Model Consent Form for recommended format and required information. The model consent form is based on a model biobanking consent form described in Beskow LM, Friedman JY, Hardy NC, Lin L, Weinfurt KP. Developing a simplified consent form for biobanking. PLoS One. 2010 Oct 8;5(10):e13302. http://www.plosone.org/article/info%3Adoi%2F10.1371%2Fjournal.pone.0013302
The model consent form was developed to include information required to meet the Common Rule informed consent requirements and the Privacy Rule individual authorization requirements.  With approval of the Privacy Officer it is possible that this consent form could also be used as a HIPAA authorization form.  The IRB would be open to this possibility for biobanking procedures because it would simplify the consent process for participants.   
The informed consent document should include pertinent information, allowing the participants to determine whether:  

· the data/tissues collected may be used for research related to a specific problem or disease, 

· the data/tissues collected may be used for research directed to any reasonable research question pertaining to health care, or 

· the subject wishes to be contacted each time his or her individual data/tissues  may be accessed from the registry for research purposes.  The last option may be omitted from the informed consent form as determined by the PI and/or IRB. 
The protocol will describe how the categories of preference indicated in the informed consent form are to be separately maintained within the registry to ensure proper usage according to registry participants consent.  
For registries that are part of an intervention study, the informed consent should describe whether a subjects participation in the study is contingent on agreement for entry into the registry. 
When to refer to the 'parent' protocol:  If participation in the registry required to be a part of the larger study, indicate this relationship within the 'parent' protocol consent document.

 

What to do if a waiver of informed consent is requested:  The PI may request waiver of consent or waiver of documentation of informed consent, as appropriate.  The UC IRB may waive some or all of the elements of informed consent (or assent) for inclusion of information collected in a registry.  Such waiver, if relevant, may apply to prospective collection of information or may be applied to information collected prior to the IRB submission of the registry protocol.  Please submit waiver or alteration of informed consent form.  

  

Privacy and Confidentiality Protection Plan
A plan for protecting confidentiality:  This plan may be the largest portion of the registry description, since breach of confidentiality is the greatest risk for registry protocols. As many of the details below as possible should be included.  

· methods that will be used to protect confidentiality;    

· methods used to organize and store information, including separating information according to categories in the informed consent form;

· safeguards to prevent accidental or inappropriate release of information;

· training of persons who collect information for inclusion in the registry;

· identification and qualifications of persons who are authorized to access or grant access to the information in the registry; and,

· conditions under which information contained in the registry may be released for usage protocols.

Example Methods for Preserving Confidentiality:  Since the importance of confidentiality increases with increased risk to registry participants, it is important to clearly describe the entire system for the preservation of confidentiality.  Examples are provided below:

· A coding system with the key to the code should be stored in a separate location apart from the data registry. If the registry data must have identifiers, the IRB will require extensive electronic protections, such as multiple firewalls or passwords, for accessing the registry.

· Access to the key is available to limited authorized individuals who are trained about the registry and human research protections, including the preservation of confidentiality.  

· One or several passwords are needed to access the registry and/or limiting knowledge of the passwords to authorized person(s).  

· A computer without internet access and a rigorous back-up method is recommended for registry storage of especially sensitive data.  

· If data will be backed up, or downloaded, on a portable computer or data drive, describe methods to secure data via password protection and other mechanisms.  

Excel is not recommended for data collection. REDCap provides secure, compliant data collection. Please briefly describe how data is collected, through what means (such as REDCap), where it is stored, what platform (e.g. REDCap, Microsoft SQL Server, Oracle, MySQL, etc.), by who (what role) and how the data is managed and protected including encryption if required by UC policy. (http://www.uc.edu/infosec/policies.html). The UC Biomedical Informatics Department/Center for Health Informatics provides a tool to generate required text for such issues here: https://chi.uc.edu/protocol_generator
It is recommended that the PI obtain a Certificate of Confidentiality if inappropriate release of information in the registry would be greater than minimal risk and/or information being collected and maintained is sensitive or potentially incriminating.  A copy of the Certificate of Confidentiality should be provided to the VCU IRB with the registry application.  

Please discuss the following specific issues as part of the confidentiality plan

· Protection of Subject Autonomy, Privacy, and Confidentiality

· What policies and procedures are in place to protect confidentiality? (e.g., employee confidentiality agreements, encryption techniques, Certificates of Confidentiality)

· Does repository policy forbid sending personal individual identifiers (e.g. medical record number, social security number, name, date of birth, etc.) to repository users? 

· Under what circumstances, if any, will identifiers be provided with the specimen?

· Are investigators asked to sign agreements that they will abide by the human subjects regulations and/or agree not to attempt to try to identify the subject from whom the specimen was obtained?

· What mechanisms are in place to assure that future uses of subject specimens are consistent with the informed consent obtained at the time the specimen was collected? 

